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Abstract: The distributed Command Governor (CG) approach is an effective solution that can
be employed to supervise and coordinate a set of dynamically decoupled systems, connected
via data links, to ensure local and global constraints satisfaction. Here the problem of attack
detection is investigated under the assumption that the agents are subject to deception attacks.
In this type of cyber-attack, typically an adversary can inject data into the communication
link between agents, replacing legitimate commands with an altered version. This can render
coupling constraints with neighbors infeasible, leading to constraint violations. Under mild
assumptions, sufficient conditions for identifying attack-free scenarios are introduced. Building
on this analysis, a decentralized CG scheme that adapts coupling constraints to account for
estimation uncertainties, is proposed. Eventually, the effectiveness of the proposed supervision
architecture is assessed via a simulative example involving a set of autonomous vehicles under

local and connectivity keeping constraints.
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1. INTRODUCTION

Command Governors (CG) (?) are effective tools for en-
forcing constraints on pre-compensated systems, particu-
larly in industrial applications where peripheral constraint
handling is required. Early CG-based formulations have
been expressed in a centralized formulation, with a single
supervisory unit solving the optimal control problem for
a set of systems. More recently, to address the limitations
posed by the use of a centralized unit in complex net-
worked systems, recent research has focused on distributed
approaches (?77?). These methods involve distributing the
optimal control problem among network agents, each solv-
ing a local optimization problem. Nonetheless, network-
enabled data sharing and enhanced connectivity introduce
multiple vulnerabilities for malicious actors, resulting in
repercussions that vary from performance degradation to
instability.

Among the most common strategies employed to com-
promise the communication network are denial-of-service
(DoS) attacks and deception attacks. In DoS attacks (?),
the assailant makes the data inaccessible, potentially by

* This work has been partially supported by the research project
- ID:20225MESZB “Resilient Optimization in Distributed Cyber-
Physical Control Problems subject to Adversarial Behaviour”
granted by the Italian Ministry of University and Research (MUR),
within the PRIN 2022 program, and European Union - Next Gener-
ation EU.

disrupting the wireless network. These attacks can be
executed by an adversary who compromises the availabil-
ity of data, for example, by jamming the communication
channel. Deception attacks, which involve data integrity,
are more insidious. The adversary injects false data into
the networked system by either substituting or altering the
authentic data, thus making resilient supervision critically
important. Detection necessitates the capacity to identify
anomalous behaviors, which is crucial for implementing
suitable mitigation strategies and ensuring global viability.

While several approaches have been proposed to address
deception attacks in predictive control strategies, most
assume dynamically coupled systems and exploit inter-
agent feedback interconnections to detect noncompliant
behaviors (7). In contrast, the setting considered in this
work involves dynamically decoupled agents, where such
interconnections are absent. Although some methods have
been developed for dynamically decoupled systems, these
typically rely on cooperative strategies, leveraging abnor-
malities in local cost functions or negotiation processes to
infer the presence of malicious behaviors (?).

In this paper, we focus instead on a non-cooperative dis-
tributed framework, specifically the Turn-Based CG (TB-
CG) supervision architecture. Within this context, we
analyze the vulnerability of a distributed CG scheme to
deception attacks and develop a detection strategy that
enables agents to identify tampered admissible commands.



Furthermore, a robust decentralized supervision approach
is proposed, suitable for scenarios in which the commu-
nication channel is unreliable or cannot be fully trusted,
and is therefore not used as a critical component of the
supervision strategy. An illustrative example of vehicles
operating in a 2D space subject to connectivity keeping
constraints is presented to assess the effectiveness of the
proposed approach.

2. PRELIMINARIES

2.1 System Description

Consider N € N dynamically decoupled agents, with each
i-th subsystem modeled as a linear time-invariant discrete-
time dynamical system

zi(t+1) = ®u4(t) +Gigi(t),
ci(t) = Hixi(t)+ Ligi(t),

where: ¢t € Zy, x;(t) € R™ is the state vector (which
includes the controller states under dynamic regulation),
9i(t) € RP? is the manipulable command vector, which, in
the absence of constraints (and no CG), would coincide
with the desired reference r;(t) € RP?, assuming each
system is regulated by a local controller that ensures
stability and satisfactory closed-loop performance, i.e. ®;
are strictly Schur matrices. Furthermore, y;(t) € R?* is the
output vector related to the tracking performance (y;(t) =
ri(t)), and ¢;(t) € R* is the constrained vector that
collects all constrained local variables. From a global per-
spective, to describe (coupling) constraints among states
of different subsystems, the vector ¢; in (1) is allowed to
depend on the aggregate state and manipulable commands
vectors © = [&F,..., 25T € R", with n = SN n,,
and g = [¢f,...,9%]7 € RP, with p = Zililpi. To en-
sure constraints satisfaction, the global constraints vector
c(t) € R?, with z = Zil 2;, needs to satisfy, Vt € Z.,
the following set membership condition

c(t)eC, C:={ceR?: fr(c) <0, h=1,...,n4}, (2)
where the compact and convex set C is described by
a list of n, inequalities. Considering that a centralized
approach (?) poses challenges regarding scalability and,
critically, renders the system vulnerable to a single point
of failure, more recent CG-based strategies have focused
on a distributed formulation, where it is assumed that
neighboring agents are capable to share information each
other in a network. In view of this, the above constraints
structure can be associated to an undirected connected
graph T'(A, £), whose set of nodes coincides with the set
of agents A and where

E :={(i,7) : fnin(2) involves both i and j
for at least h € {1,...,nq}}. (3)

Then, from the perspective of the i-th agent, the quantity
,ciTN_]T e R, with Z[ =
> i A, %i» which collects all local constrained variables,
becomes relevant. In a similar way, let us recast each
function fy in (2) involving agent 7 and its neighbors only
as f[ﬁ : R*TY — R. Then, the constraint set (2) can be
seen as a combination of compact and convex sets defined
as

C[i] = {C[i] e R+, f[};] (C[i]) <0,h=1,...,n4} (4

Then, the distributed CG design problem can be stated as

— [T T T
e = e ¢ e

i1 Cigo o Cipoe e

Problem 1. Given systems (1) and constraints (2), lo-
cally determine, at each time step t and for each agent
i € A, a suitable command signal g;(t) that is the best ap-
prozimation of r;(t) and such that its application does not
lead to the violation of constraints, i.e. c(t) € C, V't € Z..

2.2 Turn-Based Distributed Command Governor
In 7, the above stated Problem I has been solved by
grouping the agents into L turns, where a turn 7 C A is
a subset of non-neighboring nodes, i.e. Vi,j € T such that
i#j,j ¢ N; and U1L=1 T; = A. In order to introduce the
TB-CG solution, it is useful to define both the steady-state
of the constrained variable ¢; as ¢q, := Hf (I, — @) 1G9
and the virtual evolutions of ¢;(k,z;, g;) along the virtual
time k, starting from the initial state x;, as
k-1
Ci(k}, ZTi, gi) = ch((I)fZ‘Z—F <Z ‘I’?_T_lGigi) )+Ligi7 (5)
=0

when a constant command sequence g;(t) = g¢; is applied
to ¥; starting at time £k = 0. The TB-CG algorithm
operates such that at any given time ¢, only the agents
belonging to the active turn, 7y, are allowed to update
their local commands g;(t). The remaining agents, those
in A\ Tj+), have to keep applying the local command
they have applied at time ¢ — 1. Notice that for a static
configuration of the network the turns 7; are L-periodic,
i.e. Ti(t+1) = Ti(r)- For this reason, after each agent in 7,
received from its neighbors the values of their states x; (t)
and of their previously applied commands g;(t — 1), the
global constraints could be satisfied if the local command
gi(t) were selected as

gi(t) = arg min llgi —ri(DII3,
s.t. gi(t) € Vi(Zi(t)), (6)

Vi(zi(t) == {gi crpi . iz, g;(z)zzcm’},
where the quantities Z; € R™I™ and g € R"@*!,
collect, respectively, all states and commands of agent
1 and its neighbors. As demonstrated in ?, instead of
ensuring constraints satisfaction for all k£ > 0, it suffices to
introduce steady-state constraints with a margin § > 0
and evaluate virtual predictions within a specific finite
admissibility index kg. As a result,

e (k, Zi(t), 9i(1)) € Cpa, } )

Vi(zi(t)) = {gi enw? : k=0 ko

with

Wf = {g; € R"* : Cg; € C[i] ~ S5} (8)
representing the set of steady-state admissible references,
where S5 := {& € R" : ||z|| < d} is a ball with radius 4.
The parameter § influences the finite determinateness of
V;(Z;(t)), which in turn determines the value of the integer
kg. An inverse relationship exists, such that decreasing §
leads to an increased value of kg.

3. PROBLEM FORMULATION
Given the reliance of multi-agent systems on communica-
tion networks for inter-agent information exchange, exter-
nal entities may compromise data integrity. We consider
scenarios in which an attacker manipulates the admissible
commands exchanged between agents, potentially causing



neighbors to deviate from nominal behavior and appear
noncompliant. It is important to note that, in general,
such non-compliant behavior may arise either from ma-
licious agents or from external false data injection. While
a malicious agent typically seeks to influence the behavior
of other agents for its own benefit, deception attacks are
designed to induce constraint violations and overall sys-
tem disruption, making them particularly insidious. Under
potential deception attacks, false data are injected into
the communication channel. Specifically, when admissible
commands are targeted

Assumption 1. The attackers can modify and intercept
data in transit (?), and each agent ¥, can potentially
receive, from at least one neighboring agent j € N;,

g;(t) = g;(t) + Ag; (1). 9)
Furthermore, we assume the following regarding the capa-
bilities of the attacker
Assumption 2. The attackers are assumed to possess
knowledge on the operation of the system (?), and can
inject data such that the altered commands remain ad-
missible with respect to coupling constraints (4).
The previous assumption is motivated by the attacker’s
intent to remain undetected. Injecting false data that
leads to non-admissible commands could trigger a simple
admissibility check and reveal the tampering. Specifically,
since the computation of the command by agent j relies
on information from agent 4, a violation of coupling con-
straints based on this data would indicate either an altered
received command or a corrupted command originating
from agent i. In both cases, the attack would no longer
be purely deceptive, undermining the attacker’s objective.
For this reason, we assume an attacker with strategic
behavior. While this assumption may appear strong, it is
not unrealistic in practice (7). It adheres to Kerckhoffs’
principle (?), which states that security should not depend
on secrecy. Analyzing system behavior under such “worst-
case” attacks provides a useful benchmark. Accordingly,
a considerable number of studies in the literature operate
under the assumption of complete attacker knowledge, e.g.
?7?. Moving from the aforementioned considerations, the
problem to be addressed in this distributed setting can be
formally stated as follows
Problem 2. Design a detection policy such that, under
Assumptions 1 and 2, at each time step t, each agenti € A
can determine whether the admissible commands received
from its neighbors have been compromised.

4. MULTI-LAYER DISTRIBUTED SUPERVISION
ARCHITECTURE FOR ATTACK DETECTION
In this section, the main goal is to provide valuable insights
into attack detection in the context of TB-CG distributed
supervision scheme to be able to formally state a solution
to solve Problem 2. Such a policy can serve as the basis
for defining a resilient distributed algorithm. In particu-
lar, it can facilitate the design of robust strategies that
preserve overall system feasibility under deception, as well
as mitigation strategies that isolate affected agents. Given
that agents are assumed to be dynamically decoupled in
this work, methodologies akin to those detailed in 7, which
leverage the inherent coupling in the system dynamics to
detect noncompliant behaviors, are not directly applica-
ble. While some approaches address attack detection in
decoupled systems (?), these typically rely on coopera-
tive strategies, where detection could be facilitated by

observing anomalous patterns in the negotiation process.
However, focusing on the above introduced TB-CG and
considering its non-cooperative nature, in the absence of
direct state estimation/measurement, distinguishing be-
tween normally operating agents and those under attack
becomes inherently challenging, especially under Assump-
tion 2, which ensures the constraint-admissibility of altered
commands. Therefore, to address this challenge, we assume
implicit communications, i.e. the availability of onboard
sensors enabling state measurement of the other agents
(?). This capability is a common feature in many appli-
cation, such as in autonomous vehicle applications, and
enables detection of non-compliant agents whose behavior
deviates from expected dynamics.

Assumption 3. At each time instant ¢, every agent owns
the capability to measure the state ;(t) of all its neigh-
boring agents N;.

In cases where the state is not fully available and it has to
be reconstructed from a noisy output, an approach using
a Luenberger observer, as proposed in 7, can be followed.
Given the adoption of a TB-CG strategy, the admissible
commands of all relevant neighboring agents of agent i are
held constant. This property allows agent ¢, when its turn
occurs, to verify the integrity of the received admissible
command. By analyzing the state of system at the previous
and current time steps, a detection module pertaining to
agent ¢ can reveal any inconsistency between the received
command and the actual system evolution. More formally

Proposition 7. Under Assumption 3, agent ¢ can deter-
mine the following quantity
wj(t) = z;(t) — ©j2,(t — 1), (10)

based on the measured information x;(t) and z;(t — 1) of
a neighboring agent j.

4.1 Ideal case

In the ideal case, the computed value zbz(t) using (10)

would coincide with the real value applied by agent j, i.e.
Ty

wk(t) = G;g;(t — 1) and, if the received command g;(¢) is

uljlaltered, then
(11)

z;(t) — 2t — 1) =G;g;(t) = 0.

()
Then, any noncompliance with respect to the received
values g;(t) can be detected if

[k (t) — G;g;(8)]| > 0,Vj € Ni. (12)
Consequently, a Deception Detection Module (DDM) may
compute the set N;(t) C N; of neighbors satisfying the

detection condition. Then, to compensate the effects of
the attack, the injected data can be computed as

GjAg;(t) = wj(t) — G;g;(t),Vj € Ni(t). (13
To induce resilience, a higher-level module can be intro-
duced within the supervision architecture to construct the
filtered admissible vector gp)(t —1).
Remark 1. Although the estimated command-based quan-
tities wp; would suffice in this ideal scenario, the proposed
detection policy enables adaptation of the supervision
strategy to broader cases. For instance, it can be used to
detect malicious or faulty agents, enabling their isolation
and removal from the network (7).
4.2 Non-Ideal case
In a more realistic setting, due to possible model uncer-

tainties, w}(t) =~ G;g;(t — 1), Vj € N;. In this case w(t)




can be seen as contained in a ball centered in the real
(unknown) admissible command G,g;(t — 1), i.e

( ) € O(Gjg;(t — 1)),
with O(G;g;) = {x € R™ : ||G,g; —
r € R~ . Moreover, suppose that

(14)
zl| < r}, with

Assumption 4. The magnitude of the estimation uncer-
tainty is strictly smaller than that of any possible injected
packet, i.e. there exists a vector Agmin € IR?? such that

Jgg( ) 950( 393( 1)), Vt € Z.

Remark 2. Although Assumption 4 may appear restric-
tive, it is necessary to ensure the detectability of deception
attacks. If this assumption does not hold, some attacks
may remain undetected, as their effects become indis-
tinguishable from estimation uncertainty. These scenarios
give rise to stealthy attacks, where injected deviations are
small enough to evade detection (7).

Then, analogously to the ideal case, based solely on the
deviation of the predicted state from the actual state using
the received admissible command g;(t), it is possible to
detect any noncompliance if

105(t) = G;g; ()l > 6.5,V € NG, (16)

with ;¢ > 7. However, contrary to the ideal case, if (16)
is not satisfied, it does not imply an attack-free scenario.
In view of these considerations, it is useful to introduce
the following result

Lemma 1. The following condition

[l (8) = @j;(t = 1) = G5g; ()| < 6,V € Ny, (17)
is necessary but not sufficient to rule out attack scenarios.

Proof. Consider a time instant t' € Zo where agent i
receives g;(t') from agent j € N;. Assume G,g; = w; +
G35, with |32 < 6 and that wi(t) # Gyg;(t' — 1),
where g;(t' —1) is the true admissible command. Based on
(10), it would result that

195(¢') — Gig; (#)] < 5. (18)
is satisfied, and thus the altered admissible command g, (¢')
is directly used by agent 1. O
Remark 8. A direct consequence of the latter results is
that under some attack occurrences, the fulfillment of the
condition (17) does not guarantee constraints satisfaction.
Let us consider the case where the true command g; (¢’ —

1) saturates the coupling constraints, i.e., there exists a
prediction step k € {0, ..., ko} such that

Cg(k‘,fi(t/),gi,g[i] (tl — 1)) S 80[(;], k= ];j, .o ko,

where g1 (t'—1) = [g;, (t'=1),...,g;(t'=1),...
for some admissible commands g; € V;(Z;(t')). Suppose
that the gp)(t" — 1) = [g;, (t' = 1),...,5;(t'),. s Gin, (t' —
1)]7, built using the altered admissible Commaund7 is such
that it artificially relaxes the constraint, i.e. it satisfies

s (k, zi(t'), i, g (' — 1)) € Int( (i) (20)
for the same commands g;, with K =0, ..., kg. Agent i then
computes its command g;(t') by solving the local optimiza-
tion problem (6) assuming that the received commands
gpi)(t" — 1) are reliable. Due to the non-cooperative nature
of the TB-CG scheme, it may select a g;(¢') such that

(b, zi(t'), g:i(t), g (t' = 1)) € aCy,

(19)

(21)

agz_/\/ (tl_l)]T

i.e. the agent may be misled into saturating artificially
loosened constraints. However, since agent j actually ap-
plies g;(t' — 1), the true evolution of the constrained vari-
able may result in

Cg(kvji(t,)agi(t )79[]( )) ¢C[z "7k07 (22)
i.e., a violation of the coupling constraints. This confirms
that the condition (17) is not sufficient to guarantee
attack-free scenarios.
In order to derive sufficient conditions for identifying
attack-free scenarios, it is necessary to characterize the
dynamics of the estimation error (Proposition 1). While
this behavior may, in general, be system-dependent and
estimated offline, we adopt a simplified yet representative
assumption in this work, that enables the formulation of
sufficient detection conditions for identifying attack-free
scenarios. Defining the estimation error as eé- (t) == w; (t)—
Gjg;(t), we make the following assumption

Assumption 5. The components of the sequence of es-
timation errors {ej(t)}+>0 associated to agent i are con-
tracting, i.e. the evolution of the error satisfies

ei(t) = a(t)el(t — 1), a(t) € [0,1],Vj € N;,Vt € Zy . (23)
Then, sufficient conditions to ensure attack-free condition
can be stated as follows ‘
Lemma 2. Let i € Ty mod 1), computing d;(t) :=
wi(t) — G;g;j(t). Under Assumption 5, the sufficient con-

J
ditions to certify attack-free scenario are

{Sign_(éj-(t)) = 51gn(5’ (t—1L)),
550 < 185t = L)
Proof. Under the attack-free scenario, i.e. g;(t) = g;(t—1),
the error 5;(15) stems purely from the modeling or estima-
tion uncertainty, resulting in &5(t) = e’(¢). Then, &5(t)
would evolve according to (23), which ensures satisfaction
of conditions (24). Now consider a deception attack where

the received command is altered as in (9), with Ag;(t) # 0.
In this case, the deviation becomes

5;(t) = w;(t) — G (g;(t = 1) =
= ej(t) — GjAg;(t).

Suppose, for the sake of contradiction, that 5§(t) =
a(t)6:(t — 1) still holds. Then

(24)

A g

e;-(t) —GjAyg,;(t) = a(t)ez-(t —L). (26)
By considering (23), it follows that
o (t)el(t — L) — GjAg;(t) = a(t)el(t — L) = (@7)

GjAg;(t) = (o' (t)—a(t))ej(t — L).
This means that the injected perturbation needs to be
perfectly aligned with the estimation error e (t — L) and
scaled accordingly. From (15), we have that the injected
packet lies outside the uncertainty ball, which implies that
1G5 Ag; ()] > lle5@)]l- (28)
Now, by considering (23) and combining (27)-(28) one
arrives to
1GjAg; ()] = |’ (t) — a®)]llef (t — L) || > o’ (B)lle (t = L), (29)
which implies that |o/(t) — «a(t))] > &/(¢), that is a
contradiction, since o/(t) € [0,1]. O
Following the results of Lemma 2, if conditions (24) hold
true, then the received command g;(¢) can be safely



used. On the other hand, if either of these conditions is
violated, it indicates an inconsistency attributable to a
deception attack. The rationale behind Lemma 2 is that
any injected data disrupting the contraction pattern of the
estimation error necessarily violates conditions (24). This
result highlights how prior knowledge of the dynamics of
the estimation error can be effectively leveraged to design
customized and provably sufficient detection conditions of
attack-free scenarios.

5. RESILIENCE WITH ADAPTIVE ROBUSTNESS

While the previous analysis provides valuable insights
into attack detection, the design of strategies that ensure
constraint feasibility under adversarial conditions often
requires complex mechanisms. Although the primary goal
of this work is to examine the TB-CG strategy and demon-
strate detection under realistic assumptions, in this sec-
tion we propose a robust decentralized approach based on
implicit communication. Specifically, coupling constraints
are conservatively tightened from the outset to account
for the estimation error introduced by relying on esti-
mated—rather than received—admissible commands. To
this end, the set V;(Z;(t)) defined in (7) can be seen as

Vi(#;) := V() N VE(z;), where
N se ik Zi(t),96,91)(1) € Cfy,
Vi(zi(t)) == {gz eW; e E—0.... ko . (30)

The virtual predictions of the c{-variable for all possible
neighboring admissible command perturbation sequence

realizations {g[ﬁi](l) € D% }F_, can be defined as

&y giv iy, 3y () = | {HE, (@K
gy ()eD’t]
(31)
Gigi
{)k i— 1 | e .
+Z Ni w[i]—i—G]-g[i](z)] )b
where Hf, = dzag(H Hf ..., H{ ) and similarly for

Dy, Ga, and where L; = 0. By linearity,
where

N e 0
&hann= U Z N, { G5ty (Zﬂ b (33)
57@](‘)6176' =0 ’
with e¢(k, g¢,(1) C B2 Tn order to ensure constraints ful-

fillment, a [‘lworst case” approach can be followed, consid-
ering only the perturbance-free evolutions c{(k, Z;, g, Wy;))-
In this case, the set C{ in (30) becomes dependent on the
prediction step, i.e.

k,c . STAN o)
C[l] C[z] ~ Bg 7,

N . 5py
A = B @ ok A,
where, under explicit communication and attack-free sce-

(34)

nario, BA could be adaptively adjusted based on error
terms d; (). The set Wf’c changes as

Wf’c = {gz € RF: Cg; S C[,L] ~ BOAO

where BOAOJW
is convex and compact (?) and that, provided all C[’Z}’C
are non-empty, they are also convex and compact, satisfy
the nesting condition ¢ and make CEy ~ B?jma

NSy, (35)

— A Or
, the Hausdorff limit of the set sequence BkA m’

k,c k—1,c
i < Cp

nonempty convex and compact set. As a consequence,
constraints are always satisfied if

&5 (k, (i), 90, 1) € CF° (36)

6. ILLUSTRATIVE EXAMPLE: CONNECTIVITY
KEEPING

This section aims at validating the proposed method
through simulation. Experiments were conducted using the
CoGoV Toolbox (?), involving five vehicles operating in
a 2D space subject to both local and convex connectivity
keeping coupling constraints. For this purpose, the dynam-
ics of the ¢-th vehicle are modeled as

F(t) = —% #2(t) + T (1),

#(t) = —— &(8) + Tyalt),

where x?(t), z?

7(t) represent the z and y positions in an
earth-fixed reference frame. The models have been con-
trolled, discretized and expressed as in (1). It is assumed

that each agent i is subject to the following constraints
. m
IT00(8)] < LINY, [#5(0)] < 05[],

2L (t) — 2 () lloo < dimaz, ¥j € Ni, ¥t € Zoy,

Withm— 10[Kyg], ¢ = 1[ 2,1 = {z,y}, dpmaz = 3[m ]
Ni, = {iz, iz}, Niy = {ir,ia}, Niy = {i1,is}, Ni, =
and N;, = i3. The simulating scenario depicted in Flgure
1(a) is considered, where agents, initially located close
to each other, are instructed to reach references that
violate the coupling constraints. Due to this choice, the
measured distance between vehicles increases until reach-
ing the maximum admissible distance allowing connectiv-
ity, as shown in Figure 1(b). Let us assume an attack

(37)

(38)

Connectivity Keeping Simulation Connectivity Keeping Simulation

z[m] z[m]

(a) Initial configuration of the
connectivity keeping simulation.

Fig. 1. Connectivity Simulation with no attacks.

(b) Nominal behavior.

occurs when the coupling constraints are saturated. In
this case, the attacker injects data into the admissible
command of agents i; and i, making agents believe that
their respective neighbor is approaching (Figure 2(a)). Due
to the non-cooperative nature of the TB-CG approach,
agents interpret this as a margin to improve the local
costs and compute an admissible command closer to the
assigned references, which ultimately leads to infeasibility
due to a violation of the connectivity keeping constraints.
Consequently, agents will continuously apply their last
computed command, resulting in a system-wide standstill
(Figure 2(b)), demonstrating the ability of the attacker to
disrupt nominal behavior on the entire system by simply
manipulating the admissible command of a single agent.
In contrast, the proposed approach enhances resilience to
deception attacks by operating in a fully decentralized
manner. Agents conservatively modify and adapt the cou-
pling constraints to account for uncertainty in the esti-
mation process, maintaining overall feasibility (Figure 3).



Connectivity Keeping Simulation Connectivity Keeping Simulation

T Constraint Violation

s [m] v ’ o (m]

4 2 o 2

(a) Deception attack on data ex- (b) Disruption of overall nominal
changed between agents i; and behavior caused by the deception
2. attack.

Fig. 2. Connectivity Simulation with a false data injection

attack. o )
However, as illustrated in Figure 3(b), due to conservative

constraint-tightening, agents approach their references less
closely and incur a higher overall cost compared to the
nominal case, reflecting a trade-off between feasibility and
performance.

Connectivity Keeping Simulation Evolution of costs
9500

Nominal

Robust

10 20 25 30

)

(a) Behavior with robust ap- (b) Evolution of cost in nominal

proach. and robust case.

Fig. 3. Trajectories of the vehicles the proposed robust
approach with a(t) = 1,Vt € Z.

7. CONCLUSIONS

In this paper, the problem of deception attack detection
in the context of the Turn-Based CG strategy has been
investigated. In particular, formal insights into deception
attacks detection, under both ideal and non-ideal condi-
tions, have been provided. In the non-ideal case, sufficient
conditions for identifying attack-free scenarios were estab-
lished under mild assumptions. Overall, it has been demon-
strated how theoretical characterization of the dynamics of
the estimation error can be leveraged to design detection
policies and, thus, allow for the development of inherently
resilient supervision strategies. Moreover, a robust decen-
tralized approach was also proposed, tightening coupling
constraints to ensure feasibility without relying on com-
munication. Future research endeavors could investigate
compensation mechanisms and/or scenarios with partial
state availability or measurements from other agents.



